[3] Bracket Encrypted Email

Bracket is painless email encryption

Email encryption has a reputation for being a pain to use. You have to create an account, down-
load and install an app or plugin, open the app, sign in, and finally create and send thier message.

Then the recipient on the other end has to repeat all the same steps just to read the message.

HE QAN NIGNENEIRERINN To securely send an encrypted email from any email client
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Maximum Security m Ease of Use

v Multi-layer AES256 encryption v/ Nothing to install

v/ Two-factor authentication v/ Password-free sign-in

v/ Distributed encryption keys v/ No recipient account creation
v/ Geolocated sign-in requests v/ Send from any email client
v/ Message expiration and recall v/ Personalized notifications

v/ SMTP TLS import/export gateway v/ large attachment sending

v/ Notification-level subject masking v/ Built for mobile and desktop

Ultra-secure data encryption

Don't let Bracket's ease of use fool you. The encryption 125 8 6 146
techniques we employ to secure your email data are state of

the art. Bracket is built on a distributed, multi-layer AES256

encryption design with automatic key rotation. This means you 4 7 23 7 381

never have to wonder if your data is safe.
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Here's the secure sign-in link you requested.
This one-time-use link will expire in fifteen
minutes. If your link is no longer valid go to

bracket.email to request a new one.

Sign-in code: 680308

Why am | receiving this?

You requested a sign-in link from your email encryption
application. This message is automated, so if you did not
make this request or need other technical support,
please contact your email administrator.

Approximate location
Greer, SC 29650, United States
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Browser/Operating system
Safarion Mac 10.12.5

IP address

Send from any email client

Email encryption is usually constrained to a specific operating
system or mail client, but Bracket frees you up to send encrypt-
ed email from literally any email client. So whether your users
prefer iPhone, Android, Windows, Linux, or PC (or maybe they
just can't let go of their Blackberry)... it simply doesn't matter

with Bracket.
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Inbox authentication
Lightning fast sign in without sacrificing security

Securely sign in without a password

Simply request to sign in using your email address, then click
the secure link from your inbox (the same way password resets
are handled most of the time). Bracket bakes in extra security

so it's actually more secure than password logins.

Expiring, one-time-use links

Bracket sign-in links expire 15 minutes after being delivered. In
addition, each sign-in link only works once, so you never have
to worry about someone rummaging through your inbox and

opening old links.

Geolocation of sign-in requests
As an addional layer of security, sign-in request notifications

also include the requesting device IP and approximate location.

Advanced device fingerprinting
Sign-in links will only work from the device that originally
requested access. If a different device attempts to sign in, the

link is invalidated and the session is blocked.
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No apps or plugins to install

Most encryption solutions rely on downloading and installing
numerous apps and plugins depending on where you're
sending from, but Bracket takes a different approach. To send
an encrypted email with Bracket, just wrap the subject in

brackets and send it on its way. It's really that simple.

View and create messages in the intiutive Ul
The Bracket user interface cuts out the clutter for an enjoyable user experience.
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Yup, that's it. Thanks again [ Tax dependent information: SS # for Olivia ]
B 1fileshared 8/18/2020 Cynthia Wellson, Aug 17th 2020 at 3:12 pm
Phillip

¢ Hey Cynthia, Per your request, I'm sending the confide :E:”i 2

RECIPIENTS

Bl 1fileshared 8/18/2020

c‘ laura.shield@outlook.com "1 Hello Scott

Thanks so much! | think we're good.

Please add Olivia as a dependent. Here is her,
Tax dependent information: SS# for Olivia  8/17/2020 could enter this manually I'd really apprecia
S 2 Olivia Wellson: Born 6/25/2004 S5: 004-52
Hello Scott, Please add Olivia as a dependent. Her soci

Thanks so much!
[ Tax dependent information: SS# for Olivia ]

Final revisions to will 8/14/2020 )
. Cynthia Wellson, Aug 17th 2020 at 3:12 pm

hnewman and samuel.wilhiemin

Hi Henry and Sam, Here's the latest version of the wi &) 1 2y 2

Property closing document request 8/14/2020

Vicky

Hello Scott,

| just received the list we need to get things going. If yo

Please add Olivia as a dependent. Here is
B 1fileshared 8/13/2020 her social security information and birth
laura shield@outlook.com 2 date. If you could enter this manually I'd
This is the video | need you to review before Tuesday. really appreciate it,

Scott Cagley replied .
Olivia Wellson: Born 6/25/2004 55: 004-

Possible change of plans 8/13/2020 Got it! | will add her on our side and mal 52-9936
Matheus -1

| think you'll agree that we need to look at possibly mo Thanks so much!
Eastside development assets 8/10/2020

Sebastian, Matheus, and Katelyn

Hi team, This should be all we discussed. Please let us k 1REPLY
1 REPLY

Draft Additional info needed 8/08/2020
Sebastian R
I've been thinking about the best way to handle the siti

Cynthia Wellson
Final offer pending 8/09/2020 cynthia@welsonlic.com
Vicky

So do you think we should go ahead? | don't want to m:

Scott Cagley replied 2 =

Gotit! | will add her on our side and make sure
carrier includes her!
Scott Caelev
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Includes an encrypted file transfer page for every user
Just give your personalized share link to anyone you trust

Included with Bracket is our encrypted file transfer service, Bracket Share. This gives users their own personalized file transfer
page with a simple URL they can give to anyone. When files and messages are shared through a share page, the recipient is

notified and the message is added to their Bracket inbox with the files attached... just like a regular Bracket message.

/ Easy, customizeable share link .° eoeo @ nitps:/lbracket emailirkaplan

Make a share link that fits you, so it's easy

[¢] Bracket

for contacts to recognize and remember.

Send a secure message to

v/ Personalized with your profile
Your profile builds visual trust so your 4
N
Ryan Kaplan

Production Partner
Crestia Mortgage Group

contacts know where their files are going.

v/ Up to 25 1GB files per share
Share as many as 25 huge files at once © Addfies
without worrying about storage limits.

fYour email:

+/ Built-in abuse prevention

Shares are validated with Bracket's inbox “

authentication to block unwanted senders.

Instantly add to Office 365 with no MX changes

. (]
B= Microsoft . o =

1] Office 365

1 2 3 4

Add a new domain in the Choose the Office 365 Authenticate using secure Watch as Bracket automati-

management console. option with no MX. Microsoft verification. cally deploys to 0365 users.
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Ephemeral message storage

Sensitive data shouldn't default to being kept forever. With

Bracket, all data is temporary and there are no mailbox quotas
to keep track of. Just send and receive secure messages and go
on with your day. By default, messages expire in 1 year, but

you can set any message to expire sooner if you wish.

We've also made it easy to securely get your data out of Bracket and back in to the other email systems you use that are
designed for retention, discovery, and reporting. Seamless archive integration allows you to automatically have your data
securely journaled to an archive. The optional 'Export to Inbox' feature even allows users to instantly and securely transfer the

message to their normal email inbox.

Personal data key

A personal data key gives you ultimate control of your encrypt-
ed message data. When you enable this feature, all of your
messages are encrypted in a way which requires the personal
data key in order to decrypt the data. And since this key is
never stored in Bracket, only you hold the key to reading your

messages. You control the key, you control your data.

Need encryption? Just Bracket.

v/ Satisfies requlatory compliance v Nothing to install or maintain
v/ Surprisingly affordable v/ Scaleable deployment
v Works on any platform/device v/ Handles files up to 1GB
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Encrypted Email Total Email Security Enhanced Outbound Email Continuity Email Archiving Secure Hosted Email Secure Hosted Email




