COMPROMISED
CREDENTIALS

REPORT

. . — et
Prepared For: pate <=ST=CH

Sample Company 7th November 2020




2206

This report contains details of 50 exploits

# of passwords exposed # of emails exposed

S0 34

# of sources # of Pll exposed

] 100

Browser Security

Modern web browsers can act as powerful
work tools, but they also hold information
which may compromise information security.
It is important to understand why and how
your preferred browser behaves the way it

does, so you can make informed choices
about its settings.




Com promises: Sample Company

Date

02/18/2019

02/18/2019

02/18/2019

02/18/2019

02/18/2019

02/18/2019

02/18/2019

02/18/2019

02/18/2019

02/18/2019

02/18/2019

02/18/2019

02/18/2019

02/18/2019

12/08/2017

12/08/2017

12/08/2017

Email Address

4371_test@sample.com

noha@sample.com

sample@sample.com

sree@sample.com

sample@sample.com

laura@sample.com

a2z12877@sample.com

sample@sample.com

yourname@sample.com

samplel23@sample.com

email@sample.com

gayle@sample.com

ex@sample.com

student@sample.com

ivanperfiliev@sample.com

name@sample.com

ex@sample.com

Password

#*ple

**ree

***jyn

***p|e

877

121

***nal

***Ce'l

#*ple

004

***ord

il

234

234

Source

darkweb

darkweb

darkweb

darkweb

darkweb

darkweb

darkweb

darkweb

darkweb

darkweb

darkweb

darkweb

darkweb

darkweb

darkweb

darkweb

darkweb

Origin of
Breach

Password
Combo List €
Dark Web

Password
Combo List a€*
Dark Web

Password
Combo List €
Dark Web

Password
Combo List a€*
Dark Web

Password
Combo List &€
Dark Web

Password
Combo List a€*
Dark Web

Password
Combo List a€*
Dark Web

Password
Combo List a€*
Dark Web

Password
Combo List a€"*
Dark Web

Password
Combo List a€*
Dark Web

Password
Combo List a€*
Dark Web

Password
Combo List €
Dark Web

Password
Combo List a€*
Dark Web

Password
Combo List €
Dark Web

Password
Combo List a€*
Dark Web

Password
Combo List a€*
Dark Web

Password
Combo List a€*
Dark Web

PIl Disclosed

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

Risk Score

Low

Low

Low

Low

Low

Low

Low

Low

Low

Low

Low

Low

Low

Low

Very Low

Very Low

Very Low



Date

12/08/2017

12/08/2017

12/08/2017

12/08/2017

12/08/2017

12/08/2017

12/08/2017

12/08/2017

12/08/2017

12/08/2017

12/08/2017

12/08/2017

12/08/2017

12/08/2017

12/08/2017

12/08/2017

12/08/2017

12/08/2017

Email Address

gfawke@sample.com

ex@sample.com

michael@sample.com

sample@sample.com

sample@sample.com

jjj@sample.com

ex@sample.com

bymyselfl3@sample.com

glezelbalishcoh@sample.com

sample@sample.com

wow@sample.com

ex@sample.com

susi@sample.com

ex@sample.com

someone@sample.com

samplel23@sample.com

ex@sample.com

faber@sample.com

Password

***tt@

123

101

234

K ) ys

23

***(2(

k3kk m Ot

***eno

***ple

04z

Fkk rty

*e43

4456

*040

“*ber

Source

darkweb

darkweb

darkweb

darkweb

darkweb

darkweb

darkweb

darkweb

darkweb

darkweb

darkweb

darkweb

darkweb

darkweb

darkweb

darkweb

darkweb

darkweb

Origin of
Breach

Password
Combo List a€*
Dark Web

Password
Combo List a€*
Dark Web

Password
Combo List €
Dark Web

Password
Combo List a€*
Dark Web

Password
Combo List €
Dark Web

Password
Combo List a€*
Dark Web

Password
Combo List &€
Dark Web

Password
Combo List a€*
Dark Web

Password
Combo List a€*
Dark Web

Password
Combo List a€*
Dark Web

Password
Combo List a€*
Dark Web

Password
Combo List a€*
Dark Web

Password
Combo List a€*
Dark Web

Password
Combo List a€*
Dark Web

Password
Combo List a€*
Dark Web

Password
Combo List €
Dark Web

Password
Combo List a€*
Dark Web

Password
Combo List a€*
Dark Web

PIl Disclosed

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

Risk Score

Very Low

Very Low

Very Low

Very Low

Very Low

Very Low

Very Low

Very Low

Very Low

Very Low

Very Low

Very Low

Very Low

Very Low

Very Low

Very Low

Very Low

Very Low



Date

12/08/2017

12/08/2017

12/08/2017

12/08/2017

12/08/2017

12/08/2017

12/08/2017

12/08/2017

12/08/2017

12/08/2017

12/08/2017

12/08/2017

12/08/2017

12/08/2017

12/08/2017

NOTE: ###xxx in the password field indicates that the hash password has been breached and the last 3 characters of the hash password

are displayed.

Email Address

ima@sample.com

laura@sample.com

samplel23@sample.com

bob@sample.com

kylesample@sample.com

ex@sample.com

sam1234@sample.com

samplebabu@sample.com

jon@sample.com

ryan_d@sample.com

john@sample.com

none@sample.com

sample@sample.com

johndoe@sample.com

test@sample.com

Password

*465

***ey1

***O h d

***eOG

***p|e

***ord

M1

276

oK DL

0D NE

Source

darkweb

darkweb

darkweb

darkweb

darkweb

darkweb

darkweb

darkweb

darkweb

darkweb

darkweb

darkweb

darkweb

darkweb

darkweb

Origin of
Breach

Password
Combo List a€*
Dark Web

Password
Combo List a€*
Dark Web

Password
Combo List €
Dark Web

Password
Combo List a€*
Dark Web

Password
Combo List €
Dark Web

Password
Combo List a€*
Dark Web

Password
Combo List &€
Dark Web

Password
Combo List a€*
Dark Web

Password
Combo List a€*
Dark Web

Password
Combo List a€*
Dark Web

Password
Combo List a€"*
Dark Web

Password
Combo List a€*
Dark Web

Password
Combo List a€*
Dark Web

Password
Combo List €
Dark Web

Password
Combo List a€*
Dark Web

PIl Disclosed

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

2
[Email,
Password]

Risk Score

Very Low

Very Low

Very Low

Very Low

Very Low

Very Low

Very Low

Very Low

Very Low

Very Low

Very Low

Very Low

Very Low

Very Low

Very Low
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Hackers want your data?

$1 - $15 for hacked email accounts

Send SPAM emails from your account

Up to $30 for company login credentials

Steal company information / intellectual property
Up to $35 for prescriptions records

Hold your data for a $3000 RANSOM

Why Dark Web Monitoring is

the Cornerstone of Cybersecurity

How do Hackers get in?

PHISHING: Emails that appear legitimate lure
users

INFECTED WEBSITES: Popular websites are
infected with malware to steal your information

SOCIAL MEDIA: Impersonation of your account
spreads infected links

HOLES IN YOUR COMPANY ARMOR: Internet
accessible areas of your network are scanned and
attacked

NeladaWA\aglclgler) represented 37.2% ofall exposed identities detected in 2018

9.4 BILLION total identity records were found in 2018, an 88% Increase over 2017

with 34 breachesdiscovered EACH DAY protecting your companya€™s data has never

been
more important.

Our certified Dark Web specialists scour the deepest darkest corners of the web for
stolen, leaked, and lost credentials, and personal information.

Because Phishing Scams
WORK!

65% of hackers use Phishing to target users
Spam rate of all email traffic is 55%

Small organizations make up for 60% of current
attacks

1in 6 corporate users will be targets this year alone

N
? Public WiFi is a Hackers

candy store!

When it “s FREE you are the product!
Connections are typically UNencrypted

Many public hotspots are malicious and
everything you do on them can be seen by the
hacker that set it up



