L: lin
INITECH

Traffic Report
Customer:
INITECH

Endpoints:
All Endpoints

Date:
Feb 05 2020 12:00 am - May 05 2020 11:59 pm

Contents:
Activity Overview, Content Filter, Security Activity, Productivity Tracking



Activity Summary

TOTAL HTTP REQUESTS TOTAL ACTIVE ENDPOINTS TOTAL ALLOWED REQUESTS
= 7,018,078 & & 7,016,613
TOTAL BLOCKED REQUESTS DATA TRANSFERRED DOMAINS ACCESSED
¥ 1.408 — 511GB P 2967
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Activity Overview

[ Top Categories ] [ Top Domains ]
Computing & Internet 3303472 G google.com 1238013
Search Engines & Portals 715189 hubspot.com 974273
N
Storage Services 557377 @ fontawesome.com 473857
L]

Advertisements/Banners 520438 & cornify.com 443562
L]

Photo Search & Photo Sharing Sites 453756 @ zorustech.com 340889
L]

Business & Commercial 410868 i fbcdn.net 182156
L J

Content Delivery Networks & Infrastructure 351251 @ gstatic.com 167064
L}

Facebook 281143 [l linkedin.com 141593
A

Entertainment/Venues/Activities 231429 G doubleclick.net 136441
aE—— L]

News 209475 @ pusher.com 129093
L]

[ Filter States ] [ Top Subdomains ] [ Top Endpoints ]
Allow (Default action) 7014667 % api.hubspot.com 905595 John 103241
Allow w/SSL Bypass (Category) 1918 & www.comnify.com 443562 Sales Board 955085
Block (Category blacklist) 756 @ kit-free.fontawesome.com 366988
Block (Malicious blacklist) 270 @ portal.zorustech.com 322251
Block (Risk score) 243 G www.google.com 288450
Block (GeolP blacklist) 139 B play.google.com 198931
Allow (URL whitelist) 41 @ taskassist-pa.clients6.google.com 173684
Allow (Manual Bypass) 28 ¥ mail.google.com 136326

L ]
1 www.linkedin.com 126448
o
@ static.hsappstatic.net 107470



Content Filtering

[ Allowed Requests / Time
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[ Blocked Requests / Time
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[ Bypassed Requests / Time
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[ Top Allowed Categories

]

[ Top Blocked Categories

] [ Top Bypassed Categories

Computing & Internet

3303067

Search Engines & Portals

Storage Services

Advertisements/Banners

Photo Search & Photo Sharing Sites

Business & Commercial

Content Delivery Networks & Infrastructt

Facebook

Entertainment/Venues/Activities

News

714892

557380

520409

453758

409242

351256

281143

231415

209475

Computing & Internet

369 Financial Products 1824

Search Engine Caches

295 Business & Commercial 1618

Search Engines & Portals

295 Health 94

Gambling in general

273 Computing & Internet 20

Adult/Porn

Remote Proxies

Miscellaneous

Hosting Sites

Advertisements/Banners

Government

Entertainment/Venues/Activities 14

Search Engines & Portals 6

148
139
100 ‘Mobile Apps & Publishers 4
70 Web based Mail 3

29 Storage Services 1

28



Content Filtering (Cont'd)

[ Top Allowed Domains ] [ Top Blocked Domains ] [ Top Bypassed Domains ]
G google.com 1238014 @ gstatic.com 295 B stripe.com 1387
hubspot.com 974278 @ zorustech.com 242 fJ tree.com 132
-_—

@ fontawesome.com 473857 @ amibehindaproxy.com 117 £J lendingtree.com 70
-

& comify.com 443562 @ pornhub.com 104 & squareup.com 50
-

@ zorustech.com 340651 cootlogix.com 96 M: marcus.com 28
[ ]

E1 fbcdn.net 182156 @ com.cn 70 [N alzheimersresearchuk.org 18

N ]

@ gstatic.com 166771 £3 playwsop.com 42 @ sbdanbury.com 17

L] L] .

[ linkedin.com 141570 @ youporn.com 40 A& hopkinsmedicine.org 16

L) L] L]

G doubleclick.net 136441 ¢ partypoker.com 39 @ clmbtech.com 15

a—— L] L]

@ pusher.com 129089 @ cardschat.com 38 P paypal.com 15

—_—— A L]

[ Top Allowed Users [ Top Blocked Users [ Top Bypassing Users
John 103167 John 24 John 25
Sales Board 955082 DESKTOP-1MML8KA 41




Security Overview

SUSPICIOUS REQUESTS - BOTNETS & VIRUSES THREATS STOPPED
ks 1004 T o U 6
[ Risky Activity by Category / Time ]

I Search Engine Caches [ Search Engines & Portals || Tracking Sites = Remote Proxies || Computing & Internet | Peer to Peer/Torrents [| Reference
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[ Risky Activity By Category ]

Search Engine Caches 1002 Remote Proxies 139

Search Engines & Portals 1002 Computing & Internet 117

Tracking Sites 521 Peer to Peer/Torrents 2

Reference 2

.

[ Risky Activity by Domain / Time ]

I gstatic.com [ traq.li [l hotjar.com | amibehindaproxy.com  geoedge.be h-cdn.com [ addevent.com [ g2crowd.com [ cobaltgroup.com

I archive.org
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[ Risky Activity By Domain ]

@ gstatic.com 1002 @ h-cdn.com 18
-

@ traqli 339 @ addevent.com 6
.

® hotjar.com 123 (3 g2crowd.com 6
.

@ amibehindaproxy.com 117 @ cobaltgroup.com 5
.

@ geoedge.be 40 @ archive.org 2

-— [

[ Risky Activity By Subdomain ]
@ encrypted-tbn2.gstatic.com 362 @ in.hotjar.com 60
@ encrypted-tbn3.gstatic.com 362 @ script.hotjar.com 38
5 api.trag.li 339 @ t0.gstatic.com 32
@ encrypted-tbnl.gstatic.com 246 @ vars.hotjar.com 25

O
@ amibehindaproxy.com 117 @ gw.geoedge.be 21




Security Overview (Cont'd)

[ Risky Activity by Customer / Time

I INITECH = undefined
0.9
0.8
0.7
0.6
0.5
0.4
0.3
0.2
0.1

Feb 6 Feb 12 Feb 18 Feb 24 Mar 1 Mar 7 Mar 13 Mar1l9 Mar25 Mar3l Apr 6 Apr 12

Apr18 Apr24 Apr30 May®6

[ Risky Activity by Endpoint / Time

I John [ John [ John [ John  John ' John [l John [ John [ John [ John
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[ Risky Activity By Endpoint

John 7

[ Risky Activity By State

Allow (Default action) 1228 Block (Category blacklist)

Block (Risk score) 139

297



Productivity Tracking

BROWSER USAGE/DAY TOTAL BROWSING TIME ENDPOINTS REPORTED

@ <1 min 16h 26m Q 12/2

[ Time Spent By Category - Hourly Breakdown ]

-
-

Averages per day, per endpoint, for the duration of the reporting period.

I Computing & Internet [l Reference [ Storage Services
Search Engines & Portals Web based Mail Social Networks in General

LinkedIn: Jobs [ News [ Business & Commercial [l Linkedin

<1 min

<1 min

<1 min

<1 min

<1 min

<1 min

<1 min

<1 min

<1 min
I I I O O R I I R A A A A AR
XXX ST FFFLS S H 5 FS S NS SN
VNI AT W G AT Y Y SN AT W G 6 AT Y (Y8
~ RS 9 9 &
\s > g
v 5



Productivity Tracking

[ Time Spent - Top 10 Domains ]

mail.google.com: 27m
calendar.google.com: 32m
1ologymarketingtoolkit.6connex.com: 37m

admin.zorustech.com: 50m

[ Time Spent - Top 10 Categories ]

Some sites are in multiple categories and some sites are uncategorized, so the total times here might add up differently than the time spent by domain.

LinkedIn: Jobs: 19m
Social Networks in General: 25m
Web based Mail: 28m

Search Engines & Portals: 32m

Reference: 34m !



